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Information
Management
Strategy
framework

strand 1 of 4

L eading an
iInformation
mManagement
strategy

Use this framework to review
where your school is on the
journey towards an effective
information management strategy

The accompanying framework
guide provides guidance prompts
for each aspect of the framework
to help you consider the factors
involved and decide on the level
description that best reflects your
current position.

Use this poster, or the table in the
guidance, to note your levels and
the actions you will take to move
towards an effective information
management strategy.

Additional support material

and access to communities and
networks of support are available
on the Becta website:
www.becta.org.uk/schools/
informationmanagement

Developing
the vision

This strand reflects the importance of having a clear vision and strategy for information
management within the school. This should be owned and understood by all staff and by

stakeholders including governors, learners, parents, community groups and other partners.

An effective vision and strategy should continually evolve to support and enhance the school’s
aims, taking into account developments in national policy, technology and practice.

The school does not have a vision for
how information should be managed
for the benefit of learners, staff,
parents and other stakeholders.

The wider school vision does not
take into account information
management.

The school has a vision for how
iInformation is used and managed,
but it does not clearly identify how

this will provide benefits to the school.

The vision recognises the potential
impact that effective information
management will have on some
aspects of the school, and is
consistent with the school’s
overall objectives.

The vision is regularly reviewed and
considers the needs of the wider
school community including staff,
governors and parents.

The school is able to identify how
effective information management
Is having an impact on achieving the
school’s vision.

Bect

What evidence
could you use?

* The expressed aims

leading

learning

The school has an effective vision

for information management.

This supports and enhances all

of the school’'s aims in terms of
learning, teaching, management and
administration. The vision is informed

by the national context and anticipates

future developments in practice and
technology as appropriate.

next generation

A strategy to
achieve the vision

The school does not have an
information management strategy
to achieve its vision.

The school has a strategy for
information management but the
implementation plan is not well
defined, is insufficiently related to
the vision and does not map the
way forward.

The information management
strategy is aligned with the vision,
with clear identification of priorities,

resources, roles and responsibilities.

The strategy is well communicated
and is fully integrated into the
school’s improvement plan.

Staff, governors, and most parents
and learners are aware of the
developing strategy and its targets.

The strategy ensures the school can
realise its vision and it is continuously

reviewed in light of the school's needs.

The strategy has the flexibility to
address future developments and
enable innovation.

Implementation
of the strategy

The school does not have processes
for implementing the strategy.

There are inconsistent approaches to
the implementation of the strategic
plan to deliver the vision.

The school has adopted a consistent
approach to the implementation of
the strategic plan. Resources, roles
and responsibilities are allocated.

The cycle of implementation,
evaluation and review is in
place, including the evaluation
of new products and services to
establish benefits and possible
implementation issues.

Stakeholders are aware of the
developments.

The cycle of implementation,
evaluation and review involves all
appropriate staff and the strategy
Is embraced by all.

All stakeholders are aware and
involved in a culture of shared
ownership.

Information risk
management

Tips and actions

that might be taken
to move towards an
effective information

management strategy

in all four strands.

The school has not considered the
sensitivity of the information it holds
and the risks involved in sharing this
information.

The school has considered the
sensitivity of the information it holds
and has identified some information
asset owners. Some risks have
been identified and appropriate
procedures have been put in place
to mitigate these risks.

Use the framework to baseline where you are

Decide who has the lead for information management.
Identify current good practice and quick wins available using existing systems and processes.
Agree whole school actions to improve information management.

Agree how often you will review your practice.

An audit has taken place of the
information held by the school.
Procedures are in place to ensure
that users and stakeholders can
only access appropriate information.
Most users are aware of their
responsibilities.

All sensitive information held within
school systems has an identified
asset owner and risks have been
identified. Appropriate processes and
procedures have been put in place

to mitigate these risks. All users are
aware of their responsibilities.

The school has policies covering
data protection, data handling and
protecting the privacy of learners,
staff and parents. Information asset
owners are identified across the
school and all users of systems are
aware of possible risks and their
own responsibilities.

Discuss how to improve information management with all stakeholders

* Involve governors in agreeing responsibilities for information management.

e Consult with all stakeholders to identify benefits.

* Engage all staff in understanding how effective information management supports school improvement.

* Use professional development opportunities to address stakeholder concerns.

and vision

for information
management of
the school such
as the school
improvement plan
and any revisions

Discussions with
relevant staff and
others to identify
their understanding
and ownership of
the vision and their
roles in creating and
reviewing that vision

Past vision reviews
and statements
and evidence

from meetings

Internal and external
stakeholder
communications

to demonstrate

the understanding
and sharing of

the vision

Staff meeting notes
where relevant

Communications to
parents, learners,
governors and other
stakeholders

Professional
development
records and
activities

A. Leadingan information
management strategy

Consider how an effective information management strategy will support other initiatives Challenge the effectiveness of the solutions and processes you already have in place

B. Developing capability

and capacity e Improving parental engagement through online reporting. e Discuss appropriate solutions with your local authority and improvement partners.

C. Gaining effectiveness
and efficiency

e Every Child Matters and multi-agency information sharing. e Ask suppliers to demonstrate how well their products work with others.

e Implementing learning platforms and system integration. e Find out how other schools have benefited from improved efficiency.

D. Improving data

e Safeguarding children and protecting privacy.
management

* [nnovate with technologies, for example email, websites, learning platforms and text messaging.
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Information
Management
Strategy
framework

strand 2 of 4

Developing
capacity and
capability

Use this framework to review
where your school is on the
journey towards an effective
information management strategy

The accompanying framework
guide provides guidance prompts
for each aspect of the framework
to help you consider the factors
involved and decide on the level
description that best reflects your
current position.

Use this poster, or the table in the
guidance, to note your levels and
the actions you will take to move
towards an effective information
management strategy.

Additional support material

and access to communities and
networks of support are available
on the Becta website:
www.becta.org.uk/schools/
informationmanagement

11/08-09/297/TT/15603/6k

|dentification of
requirements

This strand outlines the steps involved for the school to assess where it sits in a
continuum of its information management. It envisages a school where the school
community is competent in the use of systems to support school information
management. All of the school community will have access to training which

supports their needs.

The school has not identified new
requirements for their information
management systems or the
development needs of staff.

Processes are in place to capture the
requirements for implementing key
developments. Sources of support,
advice and consultancy have been
identified to help define the school's
requirements.

The school has reviewed
requirements across all learning,
teaching and management
processes. Planning takes into
account school policies and the
requirements for security and
data protection.

Strategic plans are in place to put
the processes, systems, security
and necessary professional
development to meet the established
requirements. Future requirements
ata local and national level are
considered.

Bect

Managing user
support

There are no clear and identifiable
roles and responsibilities for
supporting stakeholders with their
local and statutory responsibilities,
such as online reporting, school

census returns, examination entries.

A senior staff member has
responsibility for the reliability
and security of the system and
managing support.

The school has identified staff roles
and responsibilities necessary to
support users with any required
data handling and information
sharing processes.

Users know where to escalate
problems and incidents concerning
the reliability and security of systems.
Users have access to support

or professional development for
established processes and new
technologies.

Staff have sufficient support and
training to make effective and
confident use of systems. Processes
are in place to share good practice
and enable peer support, and these
are regularly reviewed and evaluated.

Managing suppliers
and support
providers

Staff are unaware of available
external support. Processes are
not in place to escalate problems
and issues.

Staff are aware of available
external support and services, but
agreements and processes are
not clear. Processes are in place to
escalate problems and issues but
are often not applied in practice.

Agreements and processes are in
place and are clearly understood by
staff. Faults, support requirements
and levels of service provided are
monitored.

Support and services provide
sufficiently high levels of reliability
to support critical processes.
Contracts and agreements are
sufficiently flexible to accommodate
Innovative practices and emerging
technologies.

Training and
professional
development

Tips and actions

that might be taken

to move towards an
effective information
management strategy
in all four strands.

A. Leadingan information
management strategy

B. Developing capability
and capacity

C. Gaining effectiveness
and efficiency

D. Improving data
management

Professional development needs of
staff are not identified as part of the
information management strategy.

The professional development needs
of individual members of staff are
recognised. Training is provided

on a reactive or ad hoc basis.

Use the framework to baseline where you are

Consider how an effective information management strategy will support other initiatives

Decide who has the lead for information management.
Identify current good practice and quick wins available using existing systems and processes.
Agree whole school actions to improve information management.

Agree how often you will review your practice.

* Improving parental engagement through online reporting.

e Every Child Matters and multi-agency information sharing.

* Implementing learning platforms and system integration.

e Safeguarding children and protecting privacy.

Professional development forms
part of a strategic approach to
information management. Training is
provided to meet the specific roles,
responsibilities and needs of staff.

The school monitors, evaluates and
reviews the impact of training on the
delivery of school, local and national
policies and initiatives.

leading

learning

The school continually reviews how
effectively requirements are being
met. Strategic planning takes into
account future requirements as well
as policy and data protection needs.
The school participates in both
internal and external focus groups
and events to share good practice.

A supportive culture and working
practices exist, providing staff access
to peer and expert support. Internal
processes are in place to report and
escalate problems and incidents. The
school contributes to the development
of support for integrating new
technologies across the wider learning
community.

Contracts and service level
agreements are in place with suppliers
and support providers of management
information systems. There is
sufficient commitment from providers
to resolving incidents to ensure system
reliability and security. All problems
are escalated seamlessly and resolved
within agreed response times.

The school contributes to, and
participates in, the training of
stakeholders across the wider
learning community. Professional
development opportunities support
the use of emerging technologies.

Discuss how to improve information management with all stakeholders

* Involve governors in agreeing responsibilities for information management.

e Consult with all stakeholders to identify benefits.

* Engage all staff in understanding how effective information management supports school improvement.

* Use professional development opportunities to address stakeholder concerns.

Challenge the effectiveness of the solutions and processes you already have in place

* Discuss appropriate solutions with your local authority and improvement partners.

* Ask suppliers to demonstrate how well their products work with others.

e Find out how other schools have benefited from improved efficiency.

* Innovate with technologies, for example email, websites, learning platforms and text messaging.
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What evidence
could you use?

e School policy
for professional
development

¢ Staff skills audits,
including induction

e Whole School or
ICT Development/
Strategic plan

* Specific planning
for ICT projects
involving new
technology
or practices

¢ Records of
inset sessions

¢ Discussions
with staff

e Performance
management
targets






Information
Management
Strategy
framework

strand 3 of 4

CE1laligle
effectiveness
and efficiency

Use this framework to review
where your school is on the
journey towards an effective
information management strategy

The accompanying framework
guide provides guidance prompts
for each aspect of the framework
to help you consider the factors
involved and decide on the level
description that best reflects your
current position.

Use this poster, or the table in the
guidance, to note your levels and
the actions you will take to move
towards an effective information
management strategy.

Additional support material

and access to communities and
networks of support are available
on the Becta website:
www.becta.org.uk/schools/
informationmanagement

Realising benefits
for users

This strand is concerned with the way in which information management systems can
realise and deliver benefits. This can be achieved through the improved effectiveness
and efficiency of learning and management processes. Schools need to consider how
effectively data is gathered, stored and shared both within school systems and with

other stakeholders to improve efficiency.

Little or no benefit is gained
from the use of any information
management systems.

Although staff and learners are
aware of the information they
can access through information
management systems, there is
only a limited impact upon their
working practice.

Staff and learners use the
information available to them as
part of regular working practice.

Staff, learners and parents use
information held in schoolon a
regular basis, both paper and
electronic.

A range of appropriate stakeholders
use, and are involved in reviewing use
of, iInformation management systems
to improve learning and working
practices.

Bect

leading

learning

All, or nearly all, stakeholder
expectations are met by the
information management systems.

Stakeholders are involved in
identifying further benefits and
Innovative practice.

next generation

Improving
management and
learning processes

Information management systems
have little or no impact on the
learning and management processes
in school.

Management and learning systems
are not linked.

Core management processes
are supported by information
management systems.

The school understands the
limitations of current systems
and processes to support further
developments.

Information management systems
are supporting a range of learning
and management processes. The
school is considering how to further
integrate systems with learning and
management processes.

Information management systems
are reviewed to inform the
development of best practice in
learning and management processes.

Solutions have been developed to
overcome system limitations and
barriers to implementation.

Innovative learning and management
processes are supported by an
information management strategy
which anticipates emerging
technologies.

Processes support improved dialogue
and strengthen partnerships between
stakeholders.

Effectiveness
of information
management
systems

The amount of data that is captured
and stored is insufficient to allow
effective use of the information
management systems, so it will
not be possible to meet statutory
requirements.

The information management
system is primarily being used to
capture and store core data, and
only the minimum amount of data
Is captured and stored by a limited
number of staff.

The information provided by the
system is inconsistent and has little
relevance to different contexts.

The quality and relevance of data
Is maintained through feedback
from users and applying the use of
meaningful information to a wide
range of contexts.

Information management is adding
value to the information available
by making it more meaningful and
timely for stakeholders.

The effective information
management is having an impact on
learner outcomes.

Innovative use of data creates
new ways of working and results
in continued improvement of
learner outcomes.

Impact on efficiency

Tips and actions
that might be taken
to move towards an
effective information

management strategy

in all four strands.

There is little impact on efficiency
from the use of information
mManagement systems.

Use of information management
systems leads to limited efficiency
savings in key learning and
management processes.

Use the framework to baseline where you are

Decide who has the lead for information management.
Identify current good practice and quick wins available using existing systems and processes.
Agree whole school actions to improve information management.

Agree how often you will review your practice.

The information management
system enables efficiency savings in
a range of learning and management
processes for most teachers and
learners.

The effective use of information
management systems delivers
efficiency savings in a wide range of
learning and management processes
that have an impact on outcomes for
nearly all learners.

The school has anticipated

and planned for how emerging
technologies and innovative use of
information management systems
will lead to further efficiency savings
in the future.

Discuss how to improve information management with all stakeholders

* Involve governors in agreeing responsibilities for information management.

* Consult with all stakeholders to identify benefits.

* Engage all staff in understanding how effective information management supports school improvement.

* Use professional development opportunities to address stakeholder concerns.

What evidence
could you use?

e Other documented
benefits, such
as improved time
management,
data quality
improvement,
release of teachers’
time from
admin tasks

e Any evidence
of impact on
assessment
for learning

¢ Relevant minutes
from staff and
governor meetings

e Documented
procedures and
policies related
to data and
information-
supported
processes

* Successful
implementation
of data sharing
with stakeholders

A. Leadingan information
management strategy

Consider how an effective information management strategy will support other initiatives Challenge the effectiveness of the solutions and processes you already have in place

B. Developing capability

and capacity * Improving parental engagement through online reporting. * Discuss appropriate solutions with your local authority and improvement partners.

C. Gaining effectiveness
and efficiency

e Every Child Matters and multi-agency information sharing. * Ask suppliers to demonstrate how well their products work with others.

* Implementing learning platforms and system integration. * Find out how other schools have benefited from improved efficiency.

D. Improving data

e Safeguarding children and protecting privacy.
management

* Innovate with technologies, for example email, websites, learning platforms and text messaging.
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Information
Management
Strategy
framework

strand 4 of 4

InglelgelVilgle
data
mManagement

Use this framework to review
where your school is on the
journey towards an effective
information management strategy

The accompanying framework
guide provides guidance prompts
for each aspect of the framework
to help you consider the factors
involved and decide on the level
description that best reflects your
current position.

Use this poster, or the table in the
guidance, to note your levels and
the actions you will take to move
towards an effective information
management strategy.

Additional support material

and access to communities and
networks of support are available
on the Becta website:
www.becta.org.uk/schools/
informationmanagement

11/08-09/297/TT/15603/6k

Data quality

This strand reflects the importance of maintaining good data quality. Schools need to
have policies in place to meet the increasing levels of information security and data
protection required as data handling and sharing of information increase.

The only data checking that occurs
Is where system validation exists,
for example to support the statutory
returns process.

The school has some procedures in
place to ensure data is accurate and
up to date. The school is developing
policies and procedures that meet
legal requirements.

Procedures are in place to ensure
most data is accurate and up to date.
Policies are in place to ensure legal
requirements are adhered to.

The school ensures that the source
of all data is identified.

The school has in place an identified
role with responsibility for data
quality.

Procedures are in place to ensure
the quality of all/nearly all data and
to ensure data is drawn from an
identified source at all times.

Bect

leading

learning

All data is up to date, relevant and
accurate, which has a positive impact
on school effectiveness.

There is an established review
process to ensure best practice is
adhered to.

next generation

Data processing
and interoperability

The school has data held ina
number of stand-alone systems and
In different formats. This makes it
difficult for the school to use the
data effectively.

Some data is held in the school's
central information management
systems.

Some data is transferred manually
between systems to enable better
use of data.

Most data is held in the school’s
central information management
system and some data is transferred
electronically between other systems
to enable more extensive use.

Different methods of capturing
data are being explored with most
data being entered once and used
many times.

All/nearly all data is held in a central
data management system and data
can be transferred electronically
between those systems that are
interoperable, enabling more efficient
use of data.

Efficient methods of data capture are
in place so that all, or nearly all, data
Is entered once and used many times.

Full use is made of appropriate

technologies for capturing, transferring

and maintaining data distributed
seamlessly between systems.

Review processes exist to ensure the
most efficient and effective systems

are in place and enabling the right data
to be available to the right people at the

right time.

Data security

No one is responsible for data
handling and information
management. The school does
not have a data security policy.

A Senior Information Risk Owner
has been identified and the school
Is developing a data security policy.
Some documented procedures are
in place.

The school has a relevant and
comprehensive data security policy
in place.

The data security policy and
procedures are understood by some
and practice is monitored to ensure
adherence.

The data security policy and
procedures are relevant,
comprehensive and regularly
reviewed.

The data security policy and
procedures are understood by most
and practice is monitored to ensure
adherence.

The data security policy is relevant,

comprehensive and regularly reviewed
in line with new data requirements and

developments in technology.

The data security policy is understood
by all/nearly all and practice is
monitored to ensure adherence.

Data sharing

Tips and actions

that might be taken

to move towards an
effective information
management strategy
in all four strands.

A. Leadingan information
management strategy

B. Developing capability
and capacity

C. Gaining effectiveness
and efficiency

D. Improving data
management

Only statutory or required
information is shared among
stakeholders.

Information is stored in a variety
of incompatible formats.

Additional data is shared in an agreed
format although systems are not
tailored to the needs of individual
stakeholders.

Use the framework to baseline where you are

* Decide who has the lead for information management.

e |dentify current good practice and quick wins available using existing systems and processes.

e Agree whole school actions to improve information management.

e Agree how often you will review your practice.

Consider how an effective information management strategy will support other initiatives

e Improving parental engagement through online reporting.

Every Child Matters and multi-agency information sharing.
Implementing learning platforms and system integration.

Safeguarding children and protecting privacy.

Effective use is being made of data
from both within and beyond the
school.

There are systems for sharing data
securely to provide appropriate
information to meet the specific
needs of stakeholders.

Data from a range of sources is
analysed to make meaningful
information available to
stakeholders.

Some information is shared in real
time, on demand, with authenticated
stakeholders.

The school is proactively looking for
opportunities to share information
with a wider range of stakeholders
and partners.

An extended range of data and
information is available in real time.

Discuss how to improve information management with all stakeholders

* Involve governors in agreeing responsibilities for information management.

e Consult with all stakeholders to identify benefits.

* Engage all staff in understanding how effective information management supports school improvement.

» Use professional development opportunities to address stakeholder concerns.

Challenge the effectiveness of the solutions and processes you already have in place

e Discuss appropriate solutions with your local authority and improvement partners.

e Ask suppliers to demonstrate how well their products work with others.

e Find out how other schools have benefited from improved efficiency.

* Innovate with technologies, for example email, websites, learning platforms and text messaging.

What evidence
could you use?

* The Becta
self-review
framework —
Leadership and
management
element

* Discussions with
a range of staff
carrying out
different roles.

* Fair Processing
Notices

e Audit of information
management
systems and data
held [this is any
system in which
data is held and
processed such
as Information
Management
Systems,
spreadsheets,
teachers’
assessment data
and mark books)

e Documented data

processing
requirements and
statutory returns,
including national
strategies and
standards on
interoperability

e School data
security policy

e Audit of data
security awareness
of stakeholders






leading

Information Management System framework Becka s

STRAND ASPECT CURRENT | TARGET PRIORITY ACTIONS
LEVEL LEVEL

m Developing the vision

A

A Strategy to achieve the vision

Leading an Implementation of the strategy
information

management

strategy Information risk management

Identification of requirements

Managing user support

Developing
capacity
and
capability

Managing suppliers and support providers

B
N

Training and professional development

B
—

Realising benefits for users

8
N

Improving management and learning processes

Gaining
effectiveness
and efficiency

B

Effectiveness of information management systems

B

Impact on efficiency

Data quality

Data processing and interoperability

Improving
data
management

Data security

B
Lo

Data sharing
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( Information Management Strategy framework 02 )

The need for
information management

Both the range and the quantity of information Using the Information Management Strategy
held in schools is ever increasing, and alongside ~ framework will help you to improve the quality of
its growth is the need to manage this information  the data you collect and manage it more effectively

effectively. Becta’s Information Management to support teaching and learning. It will also assist
Strategy framework is a tool designed to help you in meeting the aims of Every Child Matters
schools assess their current position and develop  (www.everychildmatters.gov.uk), the

their own strategy for managing information. requirements of safeguarding children and

This guide is an introduction for school leaders parental engagement. There is also information
on how to make best use of the framework in to help schools improve data security.

their own school.






<03 Information Management Strategy framework

Who needs an information
management strategy”

All schools collect and process a great deal of
data - pupil details, assessment and attainment
data, examination results, SEN provision,
medical information, free school meals, pupil
destinations - as well as RAISEonline data,
financial information and employment

details on school staff. More and more data
now comes into schools in electronic format,
and increasingly schools are expected to
produce data electronically for parents, the local
authority, government and other agencies.

This means that schools now rely heavily on the
quality of their data and on how effectively the
data is managed.

A good information management strategy will
help to deliver your school's aims for learning
and teaching, management and administration.
It can also help you to make best use of your
local authority’s expertise.

Other benefits include:

e better evidence to support discussions with
local authorities, Ofsted, school improvement
partners, governors and other stakeholders

» more efficient tracking of learner progress
and achievement

* better monitoring and setting of targets

e faster response to attendance and behaviour
problems

* more effective communication with parents
on pupils’ progress.





< Information Management Strategy framework 04 )

How to use the framework

The Information Management Strategy There are five levels of maturity in the framework,
framework enables you to review your school's so wherever your school's information management
current practice over four main areas or ‘strands’:  strategy is currently, you can benefit from using

the framework.

Leading an information management strategy
B Developing capacity and capability
Gaining effectiveness and efficiency

B Improving data management

Innovative information management
processes underpin learning and teaching

Aspirational and
innovating
Coherent and
embedded
Moving in a
number of areas
Developing new
approaches

Little or no strategy or policy in Little
place to support effective use of data in place






<05 Information Management Strategy framework )

In the framework, each strand contains a number

of ‘aspects’; for example, ‘Data security or
‘Managing suppliers’. For every aspect, short
statements describe each of the five levels of
maturity, so you can identify which level matches
your current practice. By reading the descriptors

for levels above where your school is now, you can
identify the steps you need to take to progress further.

In working systematically through each of the
four strands, you will develop a realistic picture
of how well your school manages information.
You can then identify priority areas and develop
an action plan for achieving efficient and effective
information management throughout your school.






( Information Management Strategy framework 06 )

Tackling the Information Management

Strategy framework

Adopt a whole-school approach

You will need to involve all staff and stakeholders
in the activity. It is important to stress that an
information management strategy is not an end
in itself: it is designed to support the school's
aims for teaching, learning and attainment.
Having access to reliable information will help
the school to achieve wider aims too, such

as responding to individual learners’ needs,
personalising learning and improving behaviour
and attendance.

You also need staff to be engaged with the process
of developing the information management
strategy. There are two reasons for this: firstly,

you will probably need information from staff
about the data they collect and how they use it; and
equally importantly, you will need their co-operation
in changing practices in information management.

Appoint your team

Decide who is to take lead responsibility for
information management. This person will need
to have some understanding of the technical issues
involved, but at the same time be able to pursue
the vision for improved management, teaching
and learning.

Having assembled a team to work on your
information management strategy, you can
approach the framework in several ways, including:

e systematically working through the strands
in the order they are presented

* choosing an area of priority and tackling
that first

e dividing your team into smaller groups, for
example, so that you can cover the ground
more quickly.

Whichever method you choose, the initial aim

Is to find your baseline - your school's maturity
level in information management. Once you have
established your current position, you can draw
up an action plan for development. Remember
that it is important to report back to other staff
and to governors on your progress - particularly
If conducting the information management
strategy activity causes delays on other activities.
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Draw up an action plan

It is at this point that the value of whole-school
involvement will become clear. Very few schools
will find that their information management
strategy needs no improvement. Much more
likely is that although you manage some kinds of
information effectively, there are many instances
where your school is not effective in collecting
information, where information should be put

to better use or where data security is at risk.

The next stage is to draw up an action plan that
defines your goals for each area, the actions you
need to take to achieve them and the timescale
in which this can be realistically achieved. This

is a whole-school issue and drawing up the plan
should involve as many stakeholders as possible.
As you draw up the action plan, make sure that
you also set review dates, so you can assess the
progress you have made and, if necessary,
amend the plan.






( Information Management Strategy framework 08 )

Tips on developing an effective
iInformation management strategy

Use the framework to establish your
current baseline

e |dentify current good practice and quick wins
available using existing systems and processes.

* Agree whole-school actions to improve
information management.

* Agree how often you will review your practice.

* Consider asking for support from your local
authority support team.

Highlight the benefits of an effective information
management strategy

* Online reporting increases parental
engagement in children’s learning, which
increases motivation and attainment.

» Effective information sharing with other
agencies will bring mutual benefits in children’s
learning and protection.

* Implementing integrated learning platforms
will support children’s learning both in and
out of school.

* System integration will enhance management
of the school, with not only improved efficiency
but also possible cost savings.

Other benefits have been highlighted on page 3.

Challenge the effectiveness of the solutions and
processes already in place

* Seek advice from your local authority and
improvement partners.

* Change can be challenging - look for
opportunities for professional development
of staff.

* Ask suppliers to demonstrate how well their
products work with others.

e Find out how other schools have benefited from
improved efficiency.

* Keep in mind throughout the process that the
technology must be driven by your educational
goals, not the other way round.
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How you could benefit from
effective Information management

Systems are available to support a wide range
of school management functions and, where
they are used well, they can deliver benefits.
The following examples highlight the benefits
your school could gain from using systems to
manage pupils
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Attendance management systems

* Data on unauthorised absence is more
accurate, which supports child safety and
enables detection of patterns in the attendance
of individuals and groups.

* Automated messages can alert staff in schools
and external agencies.

e Early alerting of parents increases their

engagement and reduces unauthorised absence.

* Savings in administration time enable staff
to focus on the "harder to reach’ pupils,
face-to-face interaction and other strategies.

* Costs of printing and postage are reduced.

Behaviour management systems

* Consistent data recording across departments
and year groups helps to identify patterns in
individuals and groups of pupils.

* Information can be shared throughout the
school, so staff have access to all relevant
information (including that on special needs]
and can record events in real time.

* Systems can record and encourage more
positive behaviour as well as infringements.

* Actions taken by staff can be tracked and
more easily communicated with parents
and external agencies.

In the most effective management systems,
data on attendance and behaviour is combined,
helping schools to identify individuals or
groups of pupils who would benefit from
wider, whole-school strategies to tackle
persistent problems.

Further benefits of effective information
management include opportunities for
improved parental reporting and supporting
14-19 Diplomas.
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Guidance on the Information
Management Strategy framework strands

The following guidance provides a short
description of the key development points
involved in each strand of the Information
Management Strategy framework. For each
aspect in the strand there are a number of
questions designed to prompt your thinking
and help determine which descriptor within the
aspect best fits your school’s current position.
There are also suggestions about where you
might look for evidence to confirm your
self-evaluation.






< Information Management Strategy framework 12 >

[ eading an information
Management strategy

A

Strand overview Aspect A1

This strand reflects the importance of having Developing the vision

a clear vision and strategy for information e How will the school create a clear vision for
management within the school. This should information management that includes all
be owned and understood by all staff and by members of the school community?

stakeholders including governors, learners,
parents, community groups and other partners.
An effective vision and strategy should continually
evolve to support and enhance the school's aims, ¢ What is the involvement of the governors?
taking into account developments in national
policy, technology and practice.

* How will the vision for information management
link to the school's wider aims and aspirations?

e How will the vision for information management
lead the school into more innovative practices?

* How will the vision for information management
recognise new national policy developments?

e How widely is the vision understood
and embraced?

* How does the school ensure that everyone
can understand the vision for information
management?
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e To what extent are the headteacher and senior
leadership actively engaged in the strategy for
all aspects of information management?

* How does the leadership team keep up to date
with, and assess the impact of, national policies
and new strategies?

* How will the strategy enable the school to
achieve its vision?

* Have appropriate milestones been agreed?

* How is the strategy kept under review to
achieve the vision?

e How does the school ensure that there are clear
priorities for action in the implementation plan?

* How does an understanding of emerging
technologies and educational practice inform
the implementation plan?

* How do the outcomes of the school's own
evaluation contribute to the review?

e How does the school take account of the views
of other stakeholders?

* How does the school procure new systems?

* In keeping up to date with developments in
technologies, where does the school seek
external advice, guidance and information?

* What sensitive information does the school hold?
* Who has access to the information?

* What are the consequences of information loss?
* What are the risks related to remote access?

e \What are the risks related to accidental or
deliberate security breaches?

* Who has responsibility for the information held?

e |s there an effective Acceptable Use policy for all
staff and learners, and is it applied in practice?
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What evidence could you use?

The evidence for this strand may be drawn from
some or all of the following (this is not
a definitive list):

* The expressed aims and vision for information
management of the school, such as the
school improvement plan and any revisions.

* Discussions with relevant staff and others to
identify their understanding and ownership
of the vision and their roles in creating and
reviewing that vision.

» Past vision reviews and statements and
evidence from meetings.

* Internal and external stakeholder
communications to demonstrate the
understanding and sharing of the vision.

» Staff meeting notes where relevant.

* Communications to parents, learners,
governors and other stakeholders.

* Professional development records and activities.
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and capability

Strand overview

This strand outlines the steps involved for the
school to assess where it sits in a continuum of its
information management. It envisages a school
where the school community is competent in the
use of systems to support school information
management. All of the school community will

have access to training which supports their needs.

Developing capacity

Aspect B1
Identification of requirements

* How does the school know which staff
require professional development regarding
information management?

* How does the school assess staff skills to
assist them in fulfilling their role?

* To what extent are staff expected to identify
their own development needs?

* To what extent does information help the
school monitor progress towards meeting
performance management and school
improvement targets?

e How is the identification of staff professional
development needs linked to the school's
performance management processes?

Aspect B2
Managing user support

* How does the school identify sources of support?
* How does the school share effective practice?

* How consistently are best practices used across
the whole school?
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* How often are there opportunities to share
effective practice?

* What opportunities exist to enable stakeholders
to share practice with other schools?

Aspect B3
Managing suppliers and support providers

* What contracts and support agreements are
in place?

* How are reliability and security incidents
dealt with?

* Are service level agreements being met?

* How are suppliers engaged?

* Are there times when systems are unavailable?

» What support do you get from your local authority?

* Are your suppliers clear about their information
management responsibilities?

Aspect B4
Training and professional development

* What training or support is organised by
the school?

* How is training planned?

e To what extent is training provided for the
needs of different stakeholders?

e How does the school make use of external
support for training?

* How does the school support work with the
wider learning community?

What evidence could you use?

The evidence for this strand may be drawn
from some or all of the following:

* School policy for professional development.
» Staff skills audits, including induction.

* Whole School or ICT Development/
Strategic plan.

* Specific planning for ICT projects involving
new technology or practices.

e Records of inset sessions.
e Discussions with staff.

* Performance management targets.
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C

and efficiency

Strand overview

This strand is concerned with the way in which
information management systems can realise
and deliver benefits. This can be achieved through
the improved effectiveness and efficiency of
learning and management processes. Schools
need to consider how effectively data is gathered,
stored and shared both within school systems and
with other stakeholders to improve efficiency.

Aspect C1
Realising benefits for users

* To what extent are staff, parents and learners
consulted about the benefits they expect from
having appropriate systems in place?

* How are stakeholders involved in evaluating
whether the benefits have been realised?

* To what extent is the use of information sharing
embedded into existing working practice?

* Which technologies are being considered to
provide further benefits?

Gaining effectiveness

Aspect C2
Improving management and learning processes

* To what extent do information management
systems support learning and management
processes”?

* Which processes are best supported by
information management systems?

* What barriers currently exist to the further
development of the use of data and information
across and beyond the school?

* What limitations have been identified in
the current systems that might prevent
the wider use of data and information for
supporting learning?

* What scope is there for further integration
of information systems and adoption of
new technologies within the school?
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Aspect C3
Effectiveness of information
management systems

e How does the school ensure that sufficient
data and information is captured?

* To what extent does the school currently
share data with appropriate stakeholders,
including learners?

* What further data is the school planning to
share with stakeholders?

* How are the specific needs of stakeholders
addressed in the way that the school shares
information?

* In what ways is the data used to support
school processes?

e How does the school take account of feedback
from users to ensure the accuracy of data and
relevance of information?

* By what means is the effectiveness of data
measured?

e How is information and data used within
relevant contexts to ensure maximum
impact on outcomes for learners”?

* What opportunities are put in place to allow
stakeholders a voice in making information
meaningful and relevant?

* How are technologies being used to enable
online reporting to parents?
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Aspect C4
Impact on efficiency

* How has the school identified any efficiency
savings arising from the implementation of
information management systems?

* What further efficiencies could be achieved
by the further development of systems or
re-engineering of processes?

* How have identified efficiencies been used to
support other areas within the school?

* How could different technologies or emerging
technologies enable greater efficiency savings?

What evidence could you use?

The evidence for this strand may be drawn
from some or all of the following:

e |CT strategy documents.
» Feedback from appropriate stakeholders.

 Evidence from school or departmental SEF
about the use of information and data.

Discussions with staff, learners, parents,
governors and other stakeholders.

School accounts and financial information
showing efficiency gains.

School development plan showing how
information management systems have
benefited the school.

Other documented benefits, such as improved
time management, data quality improvement,
release of teachers’ time from admin tasks.

Any evidence of impact on assessment
for learning.

Relevant minutes from staff and
governor meetings.

Documented procedures and policies related
to data and information-supported processes.

Successful implementation of data sharing
with stakeholders.
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Improving data

management

This strand reflects the importance of
maintaining good data quality. Schools need
to have policies in place to meet the increasing
levels of information security and data
protection as data handling and sharing

of information increases.

* How do you identify where all data is held and
processed within the school and ensure that it
is up to date and accurate?

* Are all staff aware of the need for making sure
data is up to date and accurate?

* Who has ultimate responsibility within
the school to ensure that data is up to date
and accurate?

* How do you decide when to delete or
remove information?

* How easy is it to use data from the various
information management systems in school?

* What methods are used to transfer data
between the various systems (if applicable)
and how efficient are they?

* How are you capturing data and ensuring you
are using the most effective and efficient
methods available?

* How do you ensure that decision makers
have access (including from outside your
schooll to the appropriate data securely
and in the most effective format?

* How does the school ensure it is aware of
changes in data requirements?
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* Who in school is aware of the legal requirements
of the Data Protection Act and the Freedom
of Information Act? Who is the school's Data
Protection Officer?

* Who is the Senior Information Risk Owner (SIRQ)?

* How does the school ensure compliance with
legal requirements for encryption, controlled
access to sensitive data, and storage and
destruction of sensitive data?

* What policies and procedures do you have in
place to ensure data security and how do you
ensure their continued effectiveness?

* What methods do you use to ensure appropriate
stakeholders are aware of their responsibilities
concerning data security?

* Does the school carry out regular audits of
information management systems and data
held by the school?

* Who do you share information with?

* What other children’s services could you share
information with?

* How well do the existing systems support
data sharing?

e What data is shared with parents?

* How is shared information protected?
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The evidence for this strand may be drawn
from some or all of the following:

The Becta self-review framework
- Leadership and management element.

Discussions with a range of staff carrying
out different roles.

Fair Processing Notices.

Audit of information management

systems and data held (this is any system
in which data is held and processed such
as information management systems,
learning platforms, spreadsheets, teachers
assessment data and mark books).

Documented data processing requirements
and statutory returns.

School data security policy.

Audit of data security awareness
of stakeholders.
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Information Management Strategy framework worksheet

STRAND

ASPECT

CURRENT
LEVEL

TARGET
LEVEL

A

Developing the vision

A strategy to achieve the vision

and efficiency

B 8

Leading an .
information Implementation of the strategy
management
strategy Information risk management
B b1} Identification of requirements
E Managing user support
Developing
capacit . . .
anz Y E Managing suppliers and support providers
capability
B4 . .
. Training and professional development
Realising benefits for users
. Improving management and learning processes
Gaining
effectiveness

Effectiveness of information management systems

Impact on efficiency

Improving
data
management

B

Data quality

Data processing and interoperability

Data security

Data sharing
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PRIORITY ACTIONS
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Further information

Becta self-review framework
http://schools.becta.org.uk/index.php?section=srf

Framework for ICT Technical Support (FITS)
www.becta.org.uk/fits/index.cfm

Data security and safety advice
www.becta.org.uk/schools/security

Learning platform functional requirements
and technical specifications
http://schools.becta.org.uk/index.php?rid=12884

The Systems Interoperability Framework (SIF)
http://industry.becta.org.uk/display.
cfm?res|D=28188

Secure your services and increase user
satisfaction
http://industry.becta.org.uk/display.
cfm?resID=33844

Federated Access Management
http://industry.becta.org.uk/display.
cfm?resID=14598

Parental engagement
http://schools.becta.org.uk/index.
php?section=0e&catcode=ss_es_fam_02

Purchasing
http://schools.becta.org.uk/index.
php?section=re&catcode=ss_res_pro_02
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